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Preface  

CRM E 2  Nuts and Bolts Series  Overview  
The MS CRM Engineering for Enterprise ( E2) Nuts and Bolts  (NB) series is an expanding set of 

topical content , with  each offering provid ing detailed information about the internal 

mechanisms  related to a specific area of functionality within Microsoft Dynamics CRM  4.0 . 

NB Series offerings are designed to provide detailed technical resources that:  

Á Address often repeated queries to Technical aliases  

Á Consolidate answers, links, etc., that are generated in response to those queries  

Á Offer multiple levels of complementary information to support a broader, multi -perspective 

understanding of the topic  

Á Convey the baseline ñprinciplesò users require to begin to address related but tangential 

technical  queries  

Á Present content using a consistent structure and ñlook and feelò 

Audience  

The target audience of the NB Series includes (but is not limited to):  

Á Solution Architects  

Á Application Architects  

Á Infrastructure Architects  

Á Consultants  

Á Developers  

NB Article Content and Structure  

Articles in the NB Series are designed to accommodate information at three independent but  

complementary levels (or ñtiersò), which are shown in the following table: 

Tier  Description  

Core 

Architecture  

High -level, architectural information; ñschematic-level ò view of 

functionality; provides contextual overview/baseline knowledge  

Conceptual 

Application  

Best practices and guidelines associated with CRM features or functionality 

that can be applied based on the specifics of particular implementation  

Practical 

Application  

Detailed explanations about how to address unique scenarios; practical 

details about resolving issues or accomplishing specific ñreal-worldò tasks 

This component of the Nuts and Bolts article Security and Authentication in Microsoft 

Dynamics  CRM addresses selected aspects of the conceptual application of the Microsoft 

Dynamics  CRM 4.0 security model.  

The full breadth of coverage provided by the Nuts and Bolts article Security and Authentication 

in Microsoft Dynamics  CRM includes the following:  

Á Core Architecture  

o The Microsoft Dynamics CRM Security Model  

Á Conceptual Application  

o Securing Microsoft Dynamics CRM in the Enterprise  

o Field - level Security in Microsoft Dynamics CRM: Options and Constraints  

o Securing the Network Infrastructure for Microsoft Dynamics CRM  

Á Practical Application  

o Security Contexts in Microsoft Dynamics CRM  

o Conne ctivity and Firewall Port Requirements in On -Premise Deployments  
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Introduction  
Many businesses have sensitive data that should only be viewable or editable only by certain 

groups of users. While Microsoft Dynamics CRM offers the ability to limit access at the entity 

level, business requirements frequently include control ling  access t o and updat ing  data at a 

more granular level.  

This business need is typically voiced through a customer request for field - level  security, 

which would provide the ability to:  

Á Hide certain fields from particular groups of users  

Á Allow particular groups of use rs to view but not edit certain fields of an entity  

While these capabilities are not provided directly by Microsoft Dynamics CRM 4.0, there are a 

number of options available for using supported custom logic to control of access to data at a 

more granular l evel. This document discusses some of the options available.  
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Controlling Access to the Dynamics CRM Platform  

Interaction Points  
Microsoft Dynamics CRM provides several interaction points , or access methods and channels, 

that external users and systems can leverage to interact with the CRM platform. The following 

diagram shows the key interaction points associated with Microsoft Dynamics CRM  4.0.  
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Microsoft Dynamics CRM 4.0 does not currently provide a feature that ensures a c onsistent 

approach to providing field - level control across all interaction points in a CRM deployment. As 

a result, it is important to consider each of the potential access channels independently, 

focusing on the specific options that are available for int ercepting or affecting the requests 

that are made through that channel.  
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Access Channel s and Methods  
While u sers and external systems interact with the CRM platform in many ways, in reality the 

access occurs through a set of common access channel s, each o f which is associated with one 

or more access methods.  

The access channels and associated access methods available in Microsoft Dynamics CRM 4.0 

are  described in the following table.  

Access Channel  Access Method  Description  

CRM 

Application  

CRM Web Client  A browser interface that enables users to 

interact with the CRM application, or with the 

CRM Report Proxy when generating reports.  

CRM Outlook Client 

(online and offline)  

An Outlook - integrated interface that enables 

end users to interact with the CRM 

application, or with the CRM Report Proxy 

when generating reports.  

CRM E-Mail Router  The E -mail Router is an interface between the 

Microsoft Dynamics CRM system and one or 

more Microsoft Exchange or POP3 servers for 

incoming e -mail, and one or more SMTP 

servers for outgoing e -mail. E -mail messages 

come into the Microsoft Dynamics CRM 

syste m through the E -mail Router.  

Mobile Express  A set of web pages hosted in a sub -directory 

of the CRM Application targeted at a mobile 

browser client  

CRM SDK Web 

Service  

Plug- ins, workflow 

assemblies  

Plug- ins and workflow assemblies can make 

requests of the CRM platform directly by 

using the SDK, for example to get data from 

another system and update CRM when an 

entity instance is created or updated.  

External applications  External applications can make requests of 

the CRM platform directly by using the SDK, 

for example to surface data from or push new 

data into the CRM system.  

Custom pages  Certain implementations require developers 

to use custom pages in the ISV web folder to 

make SDK calls to modify or retrieve data.  

Note : For more information abo ut custom 

pages accessing the CRM SDK Web Service, 

see the white paper Security Contexts in 

Microsoft Dynamics CRM .  
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Access Channel  Access Method  Description  

Filtered Views 

(CRM 

Database)  

External applications  External applications may require access to 

the CRM database to perform bulk data 

retri eval; typical scenarios include:  

Á Taking advantage of database access as 

an integration mechanism (e.g. SQL 

Server Integration Services), which would 

be more difficult to accomplish by using 

the CRM SDK Web services  

Á Requiring access to volumes of CRM data, 

e.g. when using SQL Server Reporting 

Services to display a CRM report  

Important : Accessing the tables underlying 

the CRM database is not supported.  

CRM Export - to -Excel 

feature  

A feature that enables end users to export 

CRM data to Microsoft Office Excel.  The 

functionality involves the CRM system 

downloading a worksheet and then Microsoft 

Excel connecting directly to the database to 

retrieve the necessary data by using the 

Filtered Views that are exposed by CRM.  

This document address es each interaction point and the associated options that are available 

for restricting access to data at a granular level . Always remember, however, that the key to 

providing a fully secure CRM implementation is to properly secure each of the interaction 

points that is associated with that implementation.  

Note : In some implementations, one possible option may be to block access to s elected 

interaction points altogether , rather than providing granular access through them. For 

example, consider a business scenario i n which:  

Á Managers can view all data rather than needing it filtered at a field level  

Á Only managers require Exc el Export or Reports capability  

In this case, removing the Excel Export and Reports privileges from everyone but managers 

would maintain secure access while avoiding the need to filter these interaction channels.  
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Usability Considerations  
While techniques in this document can help  to  ensure that data is only view able or edit able by 

authorized users,  these techniques do n ot account for the potenti al usability consequences of 

making data un available only to selected users.  

For example, users can find it confusing to work with an interface that includes fields that they 

can edit  but that might contain already data that the users cannot view. From the  user 

perspective , the absence of data in a ny given field could indicate either an empty field or 

alternately a field containing data that the user was not authorized to view. Ambiguity in a 

user interface is far from ideal and should be weighed in context with the overall solution  

being implemented . 

While the appropriate way to address usability consideration s depend s on the specifics of any 

implementation , the options include:  

Á Passing an indicator to the field to display to the user that they user cannot view the 

attribute e.g. ó******ô, óRestrictedô, óNot Authorizedô. 

Not all field types lend themselves to display of a restricted indicator. For example a 

check box which simply has a checked or unchecked state does not allow for the display 

of an in dicator that the information has been restricted.  

Á Making fields read only or hidden if a user is not authorized to view them.  

This could be triggered on script that detects the indicator used, as suggested above, to 

suggest to users that the field is restr icted . Alternatively, a separate mechanism could be 

used, such as a hidden attribute, to identify to the client which fields should be hidden . 

Important : From a design perspective, if values for an attribute are  hidden from a user or 

replaced with alternat ive text, the n the  corresponding Update and Create Plug - Ins should be 

provided to prevent accidental ly  overwriting the real data.  Additional information about 

implementing these plug -ins is provided in the section ñRestricting Access by Using Plug -Ins.ò 

Role -  and Rule -Based Filtering  
Another important part of designing field - level security for a CRM implementation is to defin e 

which users have access to which fields  and the basis upon which users are allowed or denied 

access to that information . 

The type of information that is required to define whether or not a user gets access to a 

particular field can affect the choice of an appropriate mechanism to provide that control.  

Field - level security is most commonly defined as either role -based  access or rule -based  access.  

The choice between role and rule based filtering is an important one, with tradeoffs between 

complexity, performance and flexibility, as explained below.  

Role - Based Filtering  

This is the simplest and most common approach to  defining field - level  security. With this 

approach, access to attributes of an entity is defined for each user role. If the user does not 

have a role that is entitled to access the attribute then it will be restricted.  

An advantage of role based filtering  (and a rea son  for  its simplicity )  is that the access to an 

entityôs attributes can be defined without needing to access the data in the entit yôs records , 

and that the definition will apply uniformly across the instances of an entity for a particular 
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user. This enabl es filtering of the attributes to be retrieved from the CRM platform before the 

query is run , which can therefore reduce the amount of the data requested from the CRM 

platform reducing the performance over head of the query.  

Rule - Based Filtering  

Some cases  require a more complex access scheme, which  can involve specifying a series of 

rules to define the conditions under which an entityôs attributes can be  accessed. These rules 

could require access to and comparison of information about a user or about the at tributes of:  

Á Each record of the entity being accessed  

Á Entities related to the entity being accessed  

The complexity and definition of the rules may allow for building extra rules into the query 

that is used to request information from the CRM platform. Alternatively , it may be necessary 

to filter after retrieval , though this results in the additional performance overhead associated 

with having retrieved data that will be filtered out before information is display ed to the user.  

As for role -based filtering, if the rule set defines a set of attributes that will be hidden for all 

the records that can be retrieved, for example because the rule is based on user attributes 

only, then the filtering can be applied before the query is retrieved and the col umns can be 

removed from the original query.  

If attribute filtering depends on the data within the entity records or in related records and  the 

filtering  can vary for each record , then retriev ing  all the records and appl ying the filtering to 

each individua l record in the result set  is required . Because the query language only allows 

query - level specification of the attribute set to be returned rather than providing record - level 

rules, the same set of attributes will be returned for each record that is retur ned . As a result,  

record -specific filtering must be performed after retrieval . 

Consider a scenario in which business  rules require that  all records with a customer turnover :  

Á Greater than or equal to £1 M have the profit field restricted  

Á Less than £1M have t he profit field displayed  

Because  the platform cannot return the profit for one subset of the customers but hide it for 

the others , it is necessary to query the platform to return the profit for all customer records 

and then to filter out the values of the  returned records set afterwards before returning it for 

display at the client.  
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Options  for Filtering Data  
There are several options available for restricting user and system access to data in a 

Microsoft Dynamics CRM 4.0 implementation, and those options vary depending on the nature 

of the interaction point to be secured.  

Note : A summary of the mechanisms available for providing field - level security in a Microsoft 

Dynamics CRM 4.0 implementation  appears in Appendix A: Summary of Filtering Mechanism s. 

Access via Forms  

As the primary mechanism for displaying entity data, CRM Entity forms are a critical 

component to secure.  

Important : Often, it is recommended to use a hybrid approach, leveraging multiple means of 

restricting access to the data in forms , to ensure the best possible solution.  

Consequences of Restricting Access by Using Client - Side JavaScript  

A common design misconception about providing field - level security in CRM forms is that 

client -side JavaScript can be used to secure the access. I n f act, client -side JavaScript does not 

provide true field - level security access because although a field may appear inaccessible to a 

user, the field data is still transmitted from the server to the client and a number of 

techniques could be used to retrieve  the information at the client or at the network level.  

Similarly, because attributes of a record can be set as part of the create process by passing 

attributes on a manually generated query string directly to the server, relying on client side 

scripting to provide field - level security allows for a user to set values for fields on new records 

that are supposedly secure fields  that they should  not be authorized to access.  

While the client -side JavaScript does not provide true security, it is often beneficial to use this 

technique it to enhance usability by provid ing users with immediate feedback regarding the 

field restrictions. As a result, client -side JavaScript is frequently an important component in 

establishing a Field Level Security implementation , particularly within Forms . However, it is 

equally important to reali ze th e primary purpose and benefit of using client -side JavaScript is 

to enhance User Experience and usability rather than to provid e the underlying security.  

Restricting A ccess by Using Plug - Ins  

By implementing entity plug - ins that provide the logic to restrict access, it is possible to 

provid e field - level  security access to CRM forms . However,  it is important that the restrictions 

be perform ed at the server level  to preven t the mechanisms from being bypassed by a 

technica lly capable, unauthorized user.  

Scenarios that require restricted access to data  must account for the different ways that forms 

are used (Create, Retrieval, and Update).  During the creation of a record, for  example, it is 

important to prevent accidental or malicious entry of unauthorized data. This can be 

accomplished by implementi ng the appropriate logic within a Pre -Create Plug - In.  

During Retrieval , it is important to hid e data from unauthorized users . This can be 

accomplished by  using either a Pre -Retrieve or Post -Retrieve Plug - In, in each case preventing 

the retrieval and display of the rest ricted data within the platform. This avoid s exposing the 

data to any client -side process.   
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When data is hidden from users as part of the form display, it is important to prevent the 

platform from accidentally overwriting actual data with blanks or some form of  a óRestrictedô 

indicator. As a result, i t is also necessary to provide a Pre -Update Plug - In to prevent 

unau thorized user s from updating record fields that th ose users are  not authorized to view or 

to update. This logic can also be used to prevent accidental or malicious updates to restricted 

fields by query string s. 

The overall flow of interactions between the user interface at the client and the underlying 

CRM platform and how the  interactions typically occur is shown in the following diagram:  

 

By using this combination of plug - ins, it is possible to provide a wide range of flexibility , 

including but not limited to:  

Á Field - level , read -only behavior  

Á Full restriction, so that a user can neither view nor update a field.  

The logic defining what access restrictions should be performed can be based on either role -  or 

rule -based filtering.  
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Acces s via Views/ Advanced Find  
The CRM user interface includes a number of options for search ing entity data, and each 

option return s a list of records , such as entity views and advanced find. You can provide Plug -

Ins to intercept and filter these recordsets at  the platform level, which would ensur e that 

secure data is not accessible to unauthorized users through these mechanisms.  

The underlying queries that these user interface elements use to retrieve data are sent to the 

platform via  one of two types of messages , either by FetchXML request s sent through the 

Execute message  or by RetrieveMultiple  messages. Both types of  messages must be filtered to 

ensure data security . 

It is possible to filter these retrieval requests either before or after running the pl atform query. 

Filtering the columns to retrieve in the óPreô step retrieves less data in the first place , which 

benefits performance. On the other hand, if context -sensitive filtering is required, for example 

to block the display clients with more than £10 0K worth of business with the company, then 

this would have to occur in the óPostô step, after the client volume data ha d been retrieved. 

Each approach is valid, used either in isolation or in a combination ; the appropriate solution 

with depend on the busi ness context of the filtering required.  

Limit ing  access to the filter and order criteria may also be required to prevent users from 

deriv ing the secure data through careful searching . For example , a user might  produc e 

advanced find filter criteria to deter min e all the customers with a óTurnoverô attribute value of 

Ã1m, even though the óTurnoverô attribute may not be returned in the result set. Fully 

secur ing this data would also require prevent ing users from  filtering on the secure attributes.  

Access  via the CRM SDK Web Service  

Access to data by using the CRM SDK Web service is also important to control , and as with 

controlling access to data from the User Interface, using Plug - Ins can provide an appropriate 

solution.  For each entity that must be rest ricted, follow the patterns described for restricting 

access to data through the User Interface to implement the following Plug - Ins :  

Á Retrieve  

Á Create  

Á Update  

Á RetrieveMultiple  

Á Execute : FetchXML  

Access via the CRM Metadata Web Service  

The CRM Metadata service provides access to the definitions of the entities and their attributes 

for a particular CRM implementation. This enables making a request to query for the existence 

of certain attributes on an entity.  

Whil e it may be desirable in certain circumstances to use field - level security to hide the 

existence of an attribute from a particular user who does not have access to that attribute, it 

is not currently be possible to customize the results returned from the m etadata service. As a 

result, it would not be possible to hide the fact that information of a certain type is captured 

for a particular entity, even though by using the other mechanisms it would be possible to 

hide the actual data captured against that att ribute.  
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Access via the Export - to - Excel  Feature  

Microsoft Dynamics CRM 4.0 provides an Export - to -Excel  feature, which allows users to 

download an XLS file that can either :  

Á Contain CRM data as static information in the worksheet  

Á Dynamically retrieve the data from CRM throu gh an embedded data connection  

For normal entity level security management as offered by the native CRM product, the 

Export - to -Excel feature ensures that users can only export the data to which they have access. 

After enabling field - leve l security by using the  plug - in approach described above, it is 

important to consider the Export - to -Excel capability to prevent data restricted through the UI 

from b eing accessed in this way.  

The Export - to -Excel feature functions in fundamentally different  ways depending on whether a 

user requests a Static worksheet or a Dynamic PivotTable/Worksheet , as is shown in the 

following diagram:  

 

With static worksheet s, the data is retrieved within the platform and returned as part of the 

resulting worksheet. As a  result, the data can be filtered before it is downloaded to the client 

Excel worksheet by using the FetchXml and RetrieveMultiple messages described previously . 
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Applying field - level security is more problematic w ith dynamic worksheet s however , because  

the  data is retrieved directly by the Excel worksheet at the client from the database by using 

the filtered views that the CRM product creates and exposes. There is no supported way to 

intercept or alter the data returned by the CRM provided Filtered Views. A s a result, the best 

option available is to prevent direct access to the database Filtered Views altogether by the 

user from the client. While users lose the functionality provided by the dynamic worksheet 

feature, t his would require users to access data b y using channels to which field - level  security 

mechanisms can be applied.  

The options available for securing access via the Export - to -Excel Export feature therefore 

require access to the Filtered Views in the CRM database to be blocked . 

Note : Additional information about t he mechanisms used to  achiev e this are covered in the 

section  ñDirect Access to the Database.ò 

To secure data that can be accessed by the Export - to -Excel feature, available options include:  

Á Disabling Excel Export for roles that require f ield - level  security . This can be 

performed using standard CRM role privileges  

Á Allowing only Static Worksheets to be exported . While there are no standard 

product implementations for this , existing o ptions include:  

o Using a product such as Microsoft Intellig ent Application Gateway (IAG) to filter 

requests to the CRM server and intercept worksheet files returned that contain 

embedded data connections will make this restriction clear to the user. A request 

containing a dynamic worksheet could be detected in IAG  and redirected to a 

custom page indicated that this is a restricted action which this user is not 

authorized to perform. This does not prevent a user creating their own Excel 

Worksheet with a data connection to the CRM database and as a result, the access  

to the Filtered Views needs also to be separately blocked.  

o Providing a HTTP Module to block requests for dynamic worksheets  
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Access via Reports  
While users can initiate  reports by using the CRM user interface , the reports are actually 

rendered by SQL Server Reporting Services , as shown in the following diagram:  

 

To secur e data that can be access ed by using r eports , available  options include:  

Á Disabling Reports access for roles that require field - level  security . Perform this by 

using standard CRM role p rivileges; it still allows users who do not require field - level  

security to provide their own reports (typically used for manager/more privileged users)  

Á Disabl ing  report creation for roles that require field - level  security. Provide pre -

defined custom reports for those users . Prevent users who need field - level  security 

from gaining access to the secure information by defining their own reports showing this 

information.  Options include either producing:  

o Reports eithe r using CRM UI or through SSRS tools that do not expose fields that 

need field - level  restrictions  

o Custom SSRS reports (not through the CRM user interface) that implement the field -

level  security in the data retrieval query to the filtered views in the repo rt.  

  
































